
Cyber-Threats
in the Construction Industry

Cyber-attacks are on the rise in the construction industry. These attacks 
can shut down business operations, cause reputational damage and result in 
costly litigation and fines. Consider the following factors contributing to this 
concerning trend:

Insufficient Preparation

The construction industry has 
witnessed significant digital 
transformation over the past few 
years, and many organisations 
haven’t yet prioritised cyber- 
preparedness.

        Desirable Data

Construction organisations store 
large amounts of sensitive 
business data and personal 
information, making them 
lucrative targets for 
cyber-criminals.
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Increased Adoption of 
Technology

Many of the devices used by 
construction organisations to 
increase workplace efficiencies 
(e.g. asset tracking technology, 
machine controls and on-site 
security systems) are vulnerable 
to cyber-attacks.

      Elevated Third Party   
Exposures

Construction organisations 
frequently work with multiple 
vendors or third-party 
contractors, increasing their 
cyber-exposures.

For more information about cyber risks and 
cyber insurance please contact us on 
info@macbeths.co.uk or 0118 916 5480


